Absolute Network Solution Co., Ltd.

Operation Guide FortiGate 100E

BIGBEN FW BBP

BIC[BEN

By Absolute Network Solution Co.,Ltd.



Table of Contents

= AT e Ty QD TE - - T TSRS 3
M3 LOZIN admMin FOrtiGate LOOE .......ccciiiiieee ittt cetee ettt e ettt e et e e st e e e s st e e e ssabee e s ssabeeeeessbeeesesnbeeeeesareeesennsees 4
msieuds SSLVPN iilerf11911520un18Tuia BBP 12 BBC..vevveveeeeeeeererereeeeeseeeesesesseesesesesessssessesessesesssssesesseesessesessesaens 6
IS USEE G111 SSLVPN L.ttt bbb 16
MIMHUA RESEIVE DHECP ..ttt et e e s et e e e e s e e snab e e e e e e e e e sannreeeeeaeens 19
matmua User admin uitoid) CONFig FOrtIGAte L0OE .......cvovvviveeeeeeeeeeeeeeeeeeeeeeeeeesesesseseses et et se st eessseseseseseeseseseseseneans 22

MIEAT19 POLICY M TUMIHUANIT FIIU et ettt et e et e e et e e rtbe e sbe e eetaeeeabeeebeeesabeeetaeeaareeebeeenareens 24



Network Diagram

CHEMICAL BUIDING

EAP225 1P
192.168.10.241

IP192.168.10.240/24  SW.BBC-FL3

uTp
e s
‘ Wi Portl: IP 192.168.10.1/24
159.192.121.154
SW.HR-FRONT
&
N

Gi23 VLAN101
OFFICE BUILDING IP Address 192.168.1.245/24  SW.MATERIAL

Gi21VLAN101

Internet

Gi15 VLAN101
110.77.138.65

IP Address 192.168.1.244/24 SW.PRODUCTION
BIGBEN-FW-BBP = TTIrTY
+ o 3 OO NS

| | Port 15,16 (Port-Channel)

Network&Client: 192.168.1.1/23
CCTV:192.168.150.1/24

SERVER DELL

69,10 (Port-Channel1)
3 BIGBEN-FWSW 1P Address 192.168.1.241/24 SW.STORE-FLL
s i = A

Gi2 VLAN101 GI8 Trunk
VLAN 100.-102,200
Gi23  SW.OFFICEL
A
SW.STORE-FLS
Gi2d Trunk = PR
VLAN 100.-102,200
SW.OFFICE2 1P Address 192.168.1.242/24




N1 Login admin FortiGate 100E

nsnuuaAN L FortiGate 100E Firewall Hiillagfuazfad Login 1dnui GUI iveinuunAnsinge)

[ %

Wi Firewall & st

1. wnmansaiy Network neluEausasuan 1iFen https:/192.168.1.1:4444

[ | & hitps//192.168.1.1:4444/login?r X | h — ful
<« C A Notsecure | heps//192.168.1.1:4444/login?redir=%2Fng A e g 1= I3
Username
Password

2. n38n Username La Password 1ag Username : bigbenadmin Password: BigBen1098

highenadmin

| BigBen1098)| R
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Top Usage LAN/DMZ
Security

System Events
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b Network

# System

B Policy & Objects
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& User & Device
il Loz &Report
€ Monitor

FortiGate - BIGBEN-FW-HQ

x|+

System Information iv
Hostname BIGBEN-FW-HQ

Serial Number FG100ETK20007241

Firmware v6.2.10 build1263 (GA)
Mode NAT

System Time

Uptime

WAN IP

Security Ratl Administrators

To get a Security Rating all FortiGates in the
Security Fabric must have a valid Security
Rating License.

How to Purchase

o

A Notsecure | hitps;//192.168.1.1:4444/ng/system/dashboard/1

Licenses (== 208.184.237.68) @ &~
© FortiCare Support
@ Firmware & General Updates

@ AntiVirus

(]

FortiToken 0/2

4

@ HTTPs (@ FortiExplorer

Memory

1minute ~

T .
-

FortiGate Cloud i~ | Security Fabric iv

¥4

Status
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BIGBEN-FW-HQ [Fabric Root)

Storage Used
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msioude SSLVPN e ldnussuumeluiia BBP taz BBC

1. 1A Web browser (3810 https://110.77.138.65:10443 (BBP)

https://159.192.121.154:10443 (BBC)

E §2% Please Login X I+

< 6 A Mot secure | Bitps://110.77.138.65: 10443 /remote/login?lang=en

&°= Pleaselogin

| Username |
| Password |

Launch FortiClient

2. n?an Username : bigbenadmin Password: BigBen1098 Wayinnng Login

= = Please Login

bighenadmin

BigBen1098 R

Launch FortiClient



https://110.77.138.65:10443/
https://159.192.121.154:10443/

3. A8 Download FortiClient > Windows

(im] ‘ [ SSL-VPN Portal x ‘+ — 9 X
&~ G A Notsecure | hpsi//110.77.138.65:10443/sslvpn/portal.ntmi#/ JAN Y 7= 2

@ bigoenadmin Q, -

SSL-VPN Portal

A The SSL-VPN portal has been enabled for tunnel mode use only. FortiClient is required to connect.

Launch FortiClient Download FortiClient~
@ i0s

& Android

=% Windows

@ Mac

H £ Type here to search

C Saminsdiu

! £
4. 3@ Download L@5aFeusasinan Iin19Rm6a FortiClient
‘ | = | Manage Downloads

Home Share View Application Tools

N ; » ThisPC » Local Disk (C:) » Users » Kunawut-lob > Downloads

MName Date modiﬁ;d Type Size
#F Quick access

I Desktop ~ Today (1)
; Downloads
Documents
[&] Pictures

J\ Music

= T

L@ FortiClientMiniSetup-Windows-x64-Ente...  6/22/2022 10:12 PM Application 3,201 KB

UGG

5. 2an19RARIITLNTN FortiClient

Manage Downloads

Home Share View Application Tools

N { » ThisPC » Local Disk{C:) » Users » Kunawut-lob » Downloads v 0 2 Search Downloads

MName Date mndifi\e/d Type Size
7 Quick access

[ Desktop ~ Today (1)

4 Downloads @ FortiClientMiniSetup-Wind
Documents
[&] Pictures

ﬁ Music

FortiClient Installer
B videos

x64-Ente...  6/22/2022 10:18 PM Application 3,201 KB

DO

Stabu
& OneDrive ’7 Downloading image [1%]...

[

[ This PC

¥ Network



6.

7.

aen Yes, | have read and accept the License Agressment udai@aen Next

1 FortiClient Setup - ¥

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer, Click Mext to continue
or Cancel to exit the Setup Wizard.

¥es, I have read and accept the License Agreement | Cancel
A % A
LAAN Secure Remote Access a2 LAAN Next
4 FortiClient Setup - Py

Choose Setup Type

Choose the setup type that best suits your needs

Zero Trust Telemetry
Fabric Telemetry

Secure Remote Access
551 and IPsec VPM

] vulnerability Scan
Host vulnerability scanning and remediation

[] Advanced Persistent Threat (APT) Components
FortiSandbox detection and doud scan

(] ZTNA
Zero Trust Metwork Access

Back Mext Cancel




8. lidfesidan Additional la Wiaen Next Iéias

47 FortiClient Setup - X

Additional Security Features

(] AntiVirus

Real-Time and On-Demand AntiVirus scanning
[l web Filtering

Web Filtering
[] single Sign-On Mobility Agent

Single Sign-On Mobility Agent
[] Anti-Ransomware

Anti-Ransomware

] Application Firewall
Application Firewall

Back Mext Cancel

9. NIUUA Path &1u5uN135msa vizaldninnInuaN liLanAle Ladlaan Next
47 FortiClient Setup - X

Destination Folder

Click Mext to install to the default folder or didk Change to choose another,

Install FortiClient to:

Ic:\Prugram Files\FortinetFortiClient)

Change...




v
%

A dll A o a
10. 1aan Install LWRULIWNITRARN

47 FortiClient Setup - X

Ready to install FortiClient

Click Install to begin the installation. Clidk Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install I Cancel

v
11. 9ANIFAFS

4 FortiClient Setup - 4

Installing FortiClient

Please wait while the Setup Wizard installs FortiClient.

Status: |Ipdating component reqistration




12. 1@8n Finish W@3aUN13AAGY Program FortiClient

#7 FortiClient Setup - e

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

| 4

)

13. 1lm Program FortiClient

1@ FortiClient -- Zero Trust Fabric Agent
File Help

FortiClient - Disconnected

Zero Trust Fabric Agent

Ki t-Job i i i
Unawlt=o Register with Zero Trust Fabric

., ) i@ Enter Server address or Invitation code:
NN ZERO TRUST TELEMETRY

[server address or Invitation Code [ Connect] = =

FortiClient




14, nMuuarnlae@anyi REMOTE ACCESS 1aan Configure VPN

|G FortiClient -- Zero Trust Fabric Agent
File Help

Kunawut-Job

L1 REMOTE ACCESS

o

15. AMPUAAIZ1UIL BBP-VPN A4t
Connection Name: BBP-VPN
\@an Customize port: 10443

Username: bigbenadmin

@ FortiClient -- Zero Trust Fabric Agent
File Help

VPN

Configure VPN

UNLICENSED

Please contact your administrator or connect to EMS for license activation.
Unlicensed VPN access is available until Jul 22, 2022 10:31:48 PM

Remote Gateway: 110.77.138.65

Authentication 1@an Save Login

\Aan Save

New VPN Connection

Connection Name

[BBP-VEN

Kunawut-Job Description

Remote Gateway

[110.77.138.65

L1 REMOTE ACCESS

Client Certificate

AT [ WS G |

Customize port | 10443 |

|:| Enable Single Sign On ($50) for VPN Tunnel

| None

Authentication

Username

(_) Promptonlogin ) Savelogin

Cancel




16. N9aN Password A8 Connect

I FortiClient -- Zero Trust Fabric Agent
File Help

Kunawut-Job

Ll REMOTE ACCESS

‘@‘ FortiClient -- Zero Trust Fabric Agent
File Help

VPN Connected

Kunawut-Job

L} REMOTE ACCESS

UNLICENSED

Please contact your administrator or connect to EMS for license activation.
Unlicensed VPN access is available until Jul 22, 2022 10:31:48 PM

VPN Name

Username

Password

BBP-VPN

v‘—

bigbenadmin

Jmp—

VPN Name

IP Address
Username
Duration
Bytes Received
Bytes Sent

BBP-VPN
10.1.1.10
bigbenadmin
00:00:07
0KB
8.12KB

UNLICENSED

@ FortiClient System Tray Controller

@ FortiClient



e JLICENS
~

BE® Command Prompt

oo

n oo

T T T T T T

18. MNNFAINI9LAN Site BBC 1AaN Add a new connection LAt Remote IP Address L1l

159.192.121.154

@ FortiClient -- Zero Trust Fabric Agent - X
File Help

UNLICENSED

Kunawut-Job K

L1 REMOTE ACCESS

o N

Please contact your administrator or connect to EMS for license activation.

Unlicensed VPN access is available until Jul 22, 2022 10:31:48 PM

VPN Name BEP-VPN -
Add a new connection
Username bigbenadmir ) .
Edit the selected connection
Password Delete the selected connection

{ I T ST E .



I@) FortiClient -- Zero Trust Fabric Agent
File Help

Kunawut-Job

L1 REMOTE ACCESS

19. 1a8N Site NARIN172Z Connect L@3auanld Password 1aan Connect

I@ FortiClient -- Zero Trust Fabric Agent
File Help

Kunawut-Job

L} REMOTE ACCESS

New VPN Connection
VPN [ SSLVPN | |
Connection Name |BBC—VF’N |
Description | |
Remote Gateway [159.192.121.154 |
+£dd Remote Gateway
Customize port | 10443
|:| Enable Single Sign On (SSO) for VPN Tunnel
Client Certificate | None v |
Authentication 'C) Prompt on login o Save login
Username | kunawut |
|:| Enable Dual-stack |Pv4/IPvé6 address
Cancel Save
- X
UMNLICENSED

Please contact your administrator or connect to EMS for license activation.

Unlicensed VPN access is available until Jul 22, 2022 10:31:48 PM

VPN Name
Username

Password

BBC-VPN v

Personal VPNs
BBC-VPN

BBP-VPN

|:| Save Password




M3y User 1150 SSLVPN

1. ila Web Browser (3810 https://192.168.1.1:4444 @15 BBP Wwax https://192.168.10.1:4444

#1135 BBC La5alan Login fiagl Admin User Ag bigbenadmin

im} https://192.168.1.1:4444/login?r X | - [

& @] A Notsecure | Bitps//192.168.1.1:4444/login?redir=%2Fng

| bigbenadmin |
| BigBen109g| = |
Login
B . T
2. @anNmIN User & Device > User Definition
[ | & FortiGate - BIGBEN-FW-HQ x |+ - [} X
&~ (&} A Notsecure | bttps://192.168.1.1:4444/ng/system/dashboard/1 A a 5 = 3

FortiGate 100E BIGBEN-FW-HQ

& Dashboard

System Information i~ | Licenses (-1 173.243.13867) @ £~ | |FortiGate Cloud i~ || Security Fabric i
¥k Security Fabric o
& FortiViess o || Hostname BIGBEN-FW-HQ © FortiCare Support e © Activated
% Network o | | SerialNumber FG100ETK20007241 )
. B . Global
2 System o || Firmware  v62.10build1263 (GA) © Antivirus
i i Mode NAT
B Policy & Objects > © WebFiltering @ Freelicense
& Security Profiles > || SystemTime  2022/06/2223:01:20 £, BIGBEN-FW-HQ (Fabric Root)
Security Rating !
O VPN > || Uptime 2.02GiB
& User & Device WAN 1P FortiToken 02
User Definition J}"'\ A FortiGate Telemetry is disabled.
TTErCTounS . - -
Guest M: " i Ll | Administrators iT | |CPU ilminute~ {3 &~
uest Management
e — @ +1TPs @ FortiExplorer 100%
evice Inventory
LDAP Servers bighenadmin admin 75%
RADIUS Servers To get a Security Rating all FortiGates in the o
Authentication Settings Seeurity Fabric must have a valid Security
Rating License.
; 25%
FortiTokens How to Purchase
4 Log &Report > o . N
€ Moritor > 230040 23:00:50 23.01:00 230110 23.01:20
Memory 1minute~ [J ¥+ | Sessions Iminuter [] i~

100% 2000
htps://192.168.1.1:4444/ng/user/local [ | I


https://192.168.1.1:4444/
https://192.168.10.1:4444/

1 14 v v
AZUAAIAIUIU User NQNATINTWIIMNA NaIaNTiLAeN Create New

FortiGate - BIGBEN-FW-HQ

x |+

& G A Notsecure | bitpsy//192.168.1.1:4444/ng/user/local

®-

-

Q) visvenadmin-

@ Dashboard > & Search ‘ Q ‘
$X Security Fabric >
Name Type Two-factor Authentication Ref.

& FortiView >
& Network 5| & bigbenadmin & LOCAL [x] 1
£ System 5| & suest & LOCAL o .
B Policy & Objects >| & wittidej & LocAL o 1
& Security Profiles HES & LocAL o 1
L VPN >| & kunawut & LOCAL [x] 1
& User & Device ~

User Groups

Guest Management

Device Inventory
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens
I Log & Report >
€ Monitor >

\@an Local User Wanlaan Next

@ Dashboard >

% Security Fabric >

Users/Groups Creation Wizard

@ LoonCras e

© ContactInfo » @ Bxralnfo

& FortiView ’
oml User

 Network >
oo ROt RAS T

ystem 4

Remote TACACS+ User

Policy & Obiect: >

® Policy & Objects Remote LDAP User
. >

& Security Profiles 550
QveN ” | FortiClient EMS User
& User & Device v

User Definition

FortiNAC User

User Groups
Guest Management
Device Inventory
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens
I Log & Report >

@ Monitor >

@ Dashboard >
& Security Fabric >
i FortiView >
& Network >
£ System >
R Policy & Objects >
& Security Profiles >
O VPN >
& User & Device v

User Definition

Users/Groups Creation Wizard

@ Login Credentials @) ContactInfo » @ Extrainfo

Username | kunawut-job

Password | » . ]

User Groups

Guest Management
Device Inventory
LDAP Servers

RADIUS Servers
Authentication Settings

FortiTokens
Ll Log & Report >
@& Monitor >

<Back

Cancel

Cancel




| v
1aan Next [iad1u41uma1n1991 Two Factor Authentication

FortiGate 100E BIGBEN-FW-HQ

@ Dashboard > | Users/Groups Creation Wizard
5 . )
A Security Fabric ’ @ Login Credentials » @ ContactInfo » @ Extralnfo
i FortiView >
Email Address | |

& Network >
& System > sMs
% Policy & Objects >
& Security Profiles N @ Two-factor Authentication
=RV N >

User & Device v

User Groups

Guest Management
Device Inventory

LDAP Servers

RADIUS Servers
Authentication Settings

FortiTokens
Il Log &Report >
€ Monitor >

< Back Cancel

FortiGate - BIGREN-FW-HQ x |+ - @ X

<« (@] A Notsecure | hetpsi//192.168.1.1:4444/

ashboard > Users/Groups Creation Wizard

. .
3 Security Fabric ’ € Login Credentials » @ Contact Info » @) Exira Info
i FortiView > :
User Account Status (=N E @ Disabled
b Network >
User Group x
&F System > +
% Policy & Objects >
& Security Profiles >
J=Rv N >

User Groups

Guest Management
Device Inventory

LDAP Servers

RADIUS Servers
Authentication Settings

FortiTokens
l# Log & Report >
€& Monitor >

< Back Cancel Close




NS Reserve DHCP

\lunnsninvue IP Address Wi MAC Address el MAC Address 117) @11190 1 IP Address 1isla

naan bl

1. ila Web Browser (3810 https://192.168.1.1:4444 @15 BBP Wax https://192.168.10.1:4444

#1150 BBC La5alan Login fiael Admin User Ag bigbenadmin

[ | &% https/192.168.1.1:444/lagin?- X | -+ [

& @) A Notsecure | hitps//192.168.1.1:4444/login?redir=%2Fng

| bigbenadmin |
| BigBen109g| R |

Login

2. 1aan Network > Interface > FW-To-L3SW > LAN-Office-HQ 1aan Edit

02 FortiGate 100E BIGBEN-FW-HQ 1= 01 @- O~ (@) bighenadmin~
& Dashboard > —
) £33 FortiGate 100E AN 15
¥& Security Fabric > B A F AEEAEES
]| I RCEEEEEET]
1€
% Network v
+ Create New = Tl Delete | | [ Search [a] GroupBy Type~=
B Name = Type Members |P/Netmask Transceiver(s) Administrative Access DHCP Clients.
Packet Capture
[5] e :}02.3ad Agaregate
SD-WAN
- B FW-To-L3SW B 802.3ad Aggregate port15 0.0.0.0/0000
SD-WAN Rules port1s
Ferformance SLA o+ @ LANOfficeHD @ VLAN 192.168.1.1/255.255.254.0 PG pen
Static Routes HTTPS.
&F System > @ SsH
2 Policy & Objects 5| “* @ Management & VLAN 192.168.200.1/255.255.255.0 NG
a HTTPS.
Security Profiles > ssH
SVPN ’ SHMP
& User & Device > (2]
Wl Log &Report Nl ] =3 Hardware Switch @
€ Monitor N =2 Server =2 Hardware Switch M portl 192.168.100.1/255.255.255.0 PING
H port2 HTTPS
™ port3 ssH
® portd
(2]

] B Physical Interface

. — — 0% 22| Updated: 23:13:06| S~ |7


https://192.168.1.1:4444/
https://192.168.10.1:4444/

3. 1AauAdNILaa DHCP Server Lanlaan Advance

FortiGate - BIGREN-FW-HQ x |+ = [} X

& G A Notsecure | hitps://192.168.1.1:4444/ngfinterface/edit/LAN-Office-HQ A

@ Dashboard > | Edit Interface
&S Fabri N [ RADIUS Accounting B ! =
¥ Security Fabric Connection €@ FortiGate
8 FortiView ’ % BIGBEN-FW-HQ
b Network
Active Administrat
Address range 192.168.0.5-192.168.0.250 x oc I\—"e_FPSm\ms =
Dhs 192.168.15-192.168.1.240 x
) Status
Packet Capture O up
-y Netmask 255.255.254.0
Stgvat) MAC address
SD-WAN Rules Default gateway [l Specify €0:23::21:b6:ba
DNS server Same as System DNS | Same as Interface IP i
Performance SLA E=m [ —
- 888388844
Static Routes — & OnlineHelp
& System N 86400 M Video Tutorials £
B Policy & Objects >
& Security Profiles > || Network
L WPN >
Device detection @ @©
& User &Device > )
Security mode e )
I Log & Report >
€ Monitor > | Traffic Shaping

Qutbound shaping profile (B

Miscellaneous
— el

Cancel

4. \@RUAINIAUAE P Address Assignment Rules > \@8n Create New

ate 100E  BIGBEN-FW-HC

@ Dashboard > | EditInterface
— . -
X Security Fabric > r—
I FortiView > -EW-|
I IP Address Assignment Rules I HEENTLE)
% Network
+ | | @ Active Administrator Sessions
: a]| |agtms
DNS = Add from DHCP Client List .
Status
Packet Capture O Up
Type Match Criteria Action 1P
SDWAN MAC sddress
SD-WAN Rules MAC Address MAC address: a4:bb:6d:56:23:a4 Reserve IP 192.168.0.247 <0:23f-21b6ba
Perfi SLA MAC Address MAC address: 28:ad:3e:fb:24:77 Reserve IP 192.168.0.50
AT () Documentation
5 MAC Address MAC address: cc:4b:73:32:83:de Reserve IP 192.168.0.53
R s & OnlineHelp &
& System » MAC Address MAC address: cc:4b:73:30:33:98 Reserve IP 192.168.0.54 W Video Tutorials (21
B Policy & Objects N MAC Address MAC address: 10:d0:7a:d3:0f:a5 Reserve IP 192.168.0.56
& Security Profiles 5 MAC Address MAC address: co:4b:73:32:7e:72 Reserve IP 192.168.0.60
avPN > MAC Address MAC address: 10:d0:72:d3:68:11 Reserve IP 192.168.061
& User & Device > MAC Address MAC address: cc:4b:73:30:4d:32 Reserve IP 192.168.0.62
il | og & Report > MAC Address MAC address: cc:4b:73: Reserve IP 192.168.0.63
€ Monitor > e - . oo e

Network
Device detection @ @

Security mode [o ] .

5. ANuA MAC Address 1aan IP Address Nfa4n19ay Reserve L@5alanlaan OK

Create New |IP Address Assignment Rule

Type DHCP Relay Agent

Description | Write a comment... s

Match Criteria

MAC address | 18:CC:18:D1:A8:8F

Action
Actiontype | AssignIP | Block
IP 192.168.1.202




1Aan OK atiusunisa5a

[im] FortiGate - BIGBEN-FW-HQ X |+ I3 a) X
& C A Notsecure | hitps://192.168.1.1:4444/ng/interface/edit/LAN-Office-HQ A a {3 1= @ -
FortiGate 100E
@ Dashboard > | EditInterface
.‘ - -
%4 Security Fabric > Type Match Criteria Action P FortiGate
e FortiView > MAC Addrass MAC address: adibb:6d:56:23:a4 Reserve IP 192.168.0.247 2 % BIGBEN-FW-HQ
+# Network M MAC Address MAC address: 28:ad: 3e:fb:24:77 Reserve IP 192.168.0.50 :
ctive Administrator Sessions
MAC Address MAC address: cc:4b:73:32:83:de Reserve IP 192.168.0.53 @HTTPS
NS MAC Address MAC address: cc:4b:73:30:33:98 Reserve IP 192.1680.54
fccicrhne MAC Address MAC address: 10:d0:7a:d3:0f:a5 Reserve IP 192168056
SD-WAN .
MAC Address MAC address: cc:db:73:32:7e:73 Reserve IP 192.168.0.60 MAC address
SD-WAN Rules €0:23:f:21:b6:ba
MAC Address MAC address: 10:d0:72:d3:68:11 Reserve IP 192.168.0.61
Performance SLA .
- MAC Address MAC address: cc:4b:73:30:4d:32 Reserve IP 192.168.0.62 ©@ Bostm=r e
Static Routes A & OrlineHelp &'
2 System N MAC Address MAC address: cc:4b:73:32:7e:50 Reserve IP 192168063] (oo | B Video Tutorials G
% Policy & Objects >
& Security Profiles > | Network
J=RV2N > | Device detection @ €@
& User &Device > | Securitymode »
Ll | og & Report >
& Monitor N Traffic Shaping

Outbound shaping profile (B

Miscellaneous




msfvua User admin (i Config FortiGate 100E

1. ila Web Browser (3810 https://192.168.1.1:4444 @15 BBP Wwax https://192.168.10.1:4444

#1135 BBC La5alan Login fiael Admin User Ag bigbenadmin

[ | &3 https/192.168.1.1:444/lagin?- X | h

& @] A Notsecure | Bitps//192.168.1.1:4444/login?redir=%2Fng

| bigbenadmin |
| BigBen109g| = |

Login

2. Ty System > Administrators

72 FortiGate 100E  BIGREN-W-HQ - 2 @ 0- (@ admin-

Ex]
# €at | @ Dekte | | [ Search [a]

Name Trusted Hosts Profile Type Two-factor Authentication

Favorites
@ Dashboard

>
>
% Security Fabric >
>
>

I FortiView
<+ Network & admin super_admin Local © Disabled
£ System

Administrators w super_admin

anssecurity super_admin Local O Disabled
Local © Disabled

Admin Profiles

Firmware
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
B Policy & Objects
& Security Profiles
L VPN
& User & Device
I Log & Report
€ Monitor

P

3. 1A8N Create New > Admin

Favorites

@ Dashboard >

Trusted Hosts

N Security Fabric >

I FortivView >

% Network » | & admin

i+ System v anssecurity
Administrators w bigbenadmin

Admin Profiles


https://192.168.1.1:4444/
https://192.168.10.1:4444/

nuuadeyadIuil User Admin Tusl 1afaudaiaan OK

ortiGate 100E BIGBEN-FW-HQ

Favorites > MNew Administrator
@ Dashboard >
; Username anssecurityadmin
N% Security Fabric >
e FortiView >

Match a user on a remote server group

b Network ¥ Match all users in a remote server group
£+ System v Use public key infrastructure (PKI) group

Administrators Password seesesseese *

Admin Profiles Confirm Password sesssssnnee -

Eirmware Comments Write a comment... | wess

Settings Administrator Profile ¥ | Admin Profiles super_admin

HA Email Address | Q Search | + Create References 4

T admin_no_access / Edi

» SMS prof_admin it

Replacement Messages super_admin yd

FortiGuard (@ Two-factor Authent onar aeimin_readonly @

Feature Visibility (@ Restrict login to trusted hosts
B Policy & Objects >

(B Restrict admin to guest account provisioning only
& Security Profiles >
O wPN >
OK C ]

& User & Device ¥ _ ance
b e © Dmmmd ~

Username: anssecurityadmin
Type: Local User

Password. *kkkkkkk

Confirm Password; *******

Administrator Profile: 1aan super_admin
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1.

\lm Web Browser (38 https:/192.168.1.1:4444 &3 BBP uae https:/192.168.10.1:4444

#1150 BBC La5alan Login fiael Admin User Ag bigbenadmin

S5 https://192.168.1.1:4444/laginT- X |—|— [

im]
& @] A Notsecure | hitps//192.168.1.1:4444/login?redir=%2Fng

| bigbenadmin |
| BigBen109g| = |

Login

2. iy Policy & Objects > IPv4 Policy 1aan Create New

FortiGate 100E BIGBEN-FW-HQ

 Favorites ’ ,m‘ E

@ Dashboard >

‘ Q Policy Lookup ‘ ‘ Search | Q ‘ By Sequenc

. D Name Source Destination Schedule | Service Action NAT Security Profiles
$ Security Fabric >

s FortiView Nl | & @ HQ2Chemical + 0 Office Zone €

4 Network N 9 Chemical ToHQ B Chemical-192.168.10.0/24 & CCTV_192.168.150.0/24 @aways WAL  « ACCEPT © Disabled [EM no-inspection

2 office-192.168.0.0/23

- [l O INTERNET—0 Office Zone €
B Policy & Objects -
\Pvé Policy 3 NAT Server Bal & NAT-192.168.1.117-HTTPS 6 always @ ALL « ACCEPT © Disabled 58l no-inspection
e | ] O Office Zone @ HQ2Chemical €
Addresses 8  HQToChemical B CCTV_192.168.150.0/24 & Chemical-192.168.10.0/24 @always AL  « ACCEPT © Disabled [ no-inspection
N B office-192.168.0.0/23
nterne rvice
Dotabace B SSLVPN-HQ-10.1.1.0/24
Services [E O OfficeZone—0 INTERNET @
Sl 6  CCTV-To-Internet B CCTV_192.168.1500/24 3 all ® always @ ALL + ACCEPT @ Enabled S no-inspection
Virtual IPs 1 Office-to-INTERNET 2 office-192.168.0.0/23 Bal @always AL  « ACCEPT © Enabled [ monitor-all
IP Pools [EN certificate-inspection
Protocol Options [E O Office Zone— 0 Office Zone €
Traffic Shapers 7 Office-CCTV B office-192.168.0.0/23 = CCTV_192.168.150.0/24 ®aways AL v ACCEPT O Disabled [ no-inspection
Traffic Shaping Policy [E @ SSLVPN tunnel interface (ssL.root) (@ HQ2Chemical €
Traffic Shaping Profile 10  SSIVPNToChemical I3 SSLVPN TUNNELADDR1 & Chemical-192.168.10.0/24 @ always MAL v ACCEPT O Disabled [ no-inspection
& Security Profiles > B SSLVPN
p=RViEN > [ @ S5L-VPN tunnel interface (ssl.root) —€» Management €9
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AvuaAY IRL Policy @audaiaan OK

FortiGate 100E BIGBEN-FW-HQ

Favorites » “* ' NewPolicy
@ Dashboard >
& Security Fabric > Name & | Office to Internet |
I FortiView > Incoming Interface | O Office Zone '|
“F Network > OutgoingInterface | O INTERNET -]
£ System » Source B office-192.168.0.0/23 x
% Policy & Obiects v *
Destination = all x
+
Authentication Rules Schedule | [® always -
Addresses Service AL x
Internet Service +
Databsse Action Segl @ DENY
Services
Schedules Inspection Mode Proxy-based
Virtual IPs
IP Pools Firewall / Network Options
Protocol Options NAT O

Traffic Shapers IP Pool Configuration Use Outgoing Interface Address U0 ET T 1=l 2]

Traffic Shaping Policy Preserve Source Port (I

Traffic Shaping Profile Praotocol Options 73 default v | &

FortiGate 100E BIGBEN-FW-HQ

Favorites >~ ) New Policy
@& Dashboard » '
N% Security Fabric > Firewall / Network Options
e FortiView > NAT [ @]
+ Network > IP Pool Configuration Use Dynamic IP Pool
£ System » Preserve Source Port (B
B Policy & Objects v Protocol Options [ IE default - &

Security Profiles

Authentication Rules

Addresses AntiVirus (@

Internet Service Web Filter @

Database DNS Filter o }

Services Application Control ()

Schedules S5L Inspection no-inspection - | ra
Virtual IPs

IP Pools Logging Options

Protocol Options Log Allowed Traffic @0 EEZsllgvdat=ne=0 All Sessions

Traffic Shapers

Traffic Shaping Policy Comments | Write 3 comment.. 4 vz

Traffic Shaping Profile
& Security Profiles >
O vPN >

Enable this policy @O

& User & Device > OK Cancel
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NAT

Security Profiles
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IP Address Uanannaiissasnisazly lusnatinadaan Al INg1Ea113)
£ ¥ .

;8an1314974 Internet Tvn°) Website

aunsnnvuanala-Ua Policy 16

2%

AR Service NFAIN17 17l 11 A1Fasn1a T an131F9uLA web-

2
o <

site WINL Al@an HTTP wag HTTPS
nvuadiazeeya W ldanuvielieynia ildan
nstnuuenisunzdayalunisEanldeudias il Unfasld
A1 Default A8 Flow-Based

wnldann Internet das NAT 1l IP a3aiitel9eu Internet

ANNIONTUUA Security sl Policy Sefnsldeu Policy i 11N
\lm Policy 11 Internet a1aaziilm Security Profile i lugaufidly
Antivirus, DNS Security, Web Filtering tlusi1

& FLElan13Liu Log file 1ia Monitor






